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[bookmark: _Toc103769290][bookmark: _Toc104535187][bookmark: _Toc120795553]PEREGRINE CUSTOMER ORDER FORM & SCOPE OF SERVICES

	Customer Information

	Customer Name: City of Manhattan Beach (Manhattan Beach Police Department)			
	Contact: Chief Rachel Johnson		

	Address: 420 15th St Manhattan Beach CA, 90266		
	Phone:   310-802-5103

	 Quote POC Email: rjohnson@manhattanbeach.gov	
	Customer Invoice Email:  mbpdinvoices@manhattanbeach.gov


	Peregrine Services

	Effective Date: April 8, 2026

	Initial Term: From the Effective Date through June 30, 2029 (“Initial Term” or “Term”).

	Service Fee: The following fee schedule is available to the Customer if Order Form is signed on or before April 8, 2026.  Unless otherwise terminated as set forth in the Terms and Conditions, Customer shall pay Peregrine a service fee annually for the Term as follows:
a. $25, 270 within 30 days of the Effective Date
b. $108,500 within 30 days of July 1, 2026
c. $115,450 within 30 days of July 1, 2027
d. $119,000 within 30 days of July 1, 2028

	Users: Customer may allow an unlimited number of employees of the Manhattan Beach Police Department to access and use the Service.

	Onboarding and Training Services: Peregrine will provide Customer with an introductory training session that provides an overview of the Service, background on accessible data sources as of the Effective Date and an introduction to the analytic capabilities of the Service. Peregrine will provide additional training, including refresher sessions and advanced training modules, from time to time upon mutual agreement of the parties. 

	[bookmark: _Hlk32313946]Professional Services: Peregrine will deliver the Services in accordance with the Statement of Work in the attached Appendix C. The initial Customer Data sources and systems that Peregrine will integrate with the Service for Customer are: Tiburon CAD (current), Mark 43 RMS (current), InTime, Crossroads, Axon Evidence.com BWC, Versaterm CAD (future), and Versaterm RMS (future).
Peregrine is responsible for the first $10,000 in third-party API or data access fees. The Customer is responsible for any third-party API or data access fees above the initial $10,000.
Any additional data integrations or new functionality shall be subject to mutual written agreement of the parties, including with respect to fees. All additional data integration services or new functionality and corresponding fees will be set forth in a statement of work.
For clarity, Peregrine will provide any other Professional Services and additional data integration services in accordance with Section 2.2 of the Terms and Conditions. 



Peregrine services are provided subject to the terms set forth above on this Order Form together with the attached terms and conditions (the “Terms and Conditions,” and together with this Order Form, the “Agreement”). Any capitalized term used in this Order Form but not defined herein shall have the meaning ascribed to it in the Terms and Conditions. By signing this Order Form, Peregrine and Customer each agree to the terms and conditions set forth in this Agreement.  In the event of any conflict between this Order Form and the Terms and Conditions, the terms of this Order Form shall govern to the extent of such conflict. This Order Form may be executed in counterparts (which may be delivered by electronic mail of .pdf files), each of which counterparts, when so executed and delivered, shall be deemed to be an original, and all of which counterparts, taken together, shall constitute one and the same instrument.



	Peregrine
	
	City of Manhattan Beah

	By:
	
	
	By:
	

	Name:
	Robert Wheeler
	
	Name:
	Talyn Mirzakhanian

	Title:
	Head of Commercial Operations
	
	Title:
	City Manager

	Date Signed:
	
	
	Date Signed:
	

	
	
	
	
	

	
	
	
	ATTEST:
	

	
	
	
	Name:
	Liza Tamura

	
	
	
	Title:
	City Clerk

	
	
	
	

APPROVED AS TO FORM:
	

	
	
	
	Name:
	Quinn M. Barrow

	
	
	
	Title:
	City Attorney

	
	
	
	
APPROVED AS TO FISCAL IMPACT:
	

	
	
	
	Name:
	Libby Bretthauer

	
	
	
	Title:
	Finance Director

	
	
	
	

APPROVED AS TO CONTENT:
	

	
	
	
	Name:
	Rachel Johnson

	
	
	
	Title:
	Chief of Police

	
	
	
	

	


Peregrine Customer Terms and Conditions
These Peregrine Customer Terms and Conditions govern the provision of the services described on the attached Order Form (“Order Form”) by Peregrine Technologies, Inc. (“Peregrine”) to the City of Manhattan Beach, a California municipal corporation, for the Manhattan Beach Police Department (“Customer”). By executing an Order Form with Peregrine, Customer agrees to be bound by these Terms and Conditions.
1. [bookmark: _Toc100772418][bookmark: _Toc103769291][bookmark: _Toc104499165]Definitions.
“Aggregated Data” has the meaning specified in Section 6.1.
“CJIS Security Policy” means the FBI CJIS Security Policy document as published by the FBI CJIS Information Security Officer, currently located at https://www.fbi.gov/services/cjis/cjis-security-policy-resource-center, and as such Policy is amended from time to time.
“Client-Side Software” means any software in source or object code form that Peregrine makes available for use in connection with the Service, including Peregrine’s mobile application(s).
“Criminal Justice Information Services Division” or “CJIS” means the FBI division responsible for the collection, warehousing, and timely dissemination of relevant criminal justice information to the FBI and to qualified law enforcement, criminal justice, civilian, academic, employment and licensing agencies.
“Customer Data” means any of Customer’s data, information, documents or electronic files that are provided to Peregrine via the Service or otherwise in connection with this Agreement, including any databases Customer procures from third party vendors for Peregrine’s integration with the Service; provided that, for purposes of clarity, Customer Data as defined herein does not include Aggregated Data. 
“Documentation” means the materials supplied by Peregrine hereunder, in any media, including any and all installer’s, operator’s and user’s manuals, training materials, guides, functional or technical specifications or other materials for use in conjunction with the Service.
“Personal Information” means any information that, individually or in combination, does or can identify a specific individual or by or from which a specific individual may be identified, contacted, or located, including without limitation all data considered “personal data”, “personally identifiable information”, or something similar under applicable laws, rules, or regulations relating to data privacy.
“Professional Services” has the meaning specified in Section 2.2. 
“Service” means Peregrine’s proprietary platform that assists Users with criminal investigations and police leadership decision making, consisting of a hosted web-based interface and the Client-Side Software. For purposes of this Agreement, the Service is exclusive of Professional Services that may be rendered upon mutual agreement of the parties in accordance with Section 2.2.
“SOW” has the meaning specified in Section 2.2.
“Third Party Data” means any third party databases that Peregrine licenses from third party vendors and makes accessible via the Service. For clarity, Third Party Data does not include any Customer Data. 
“Third Party Products” means any third-party products provided with, integrated with, or incorporated into the Service, including Third Party Data.
“Users” means the individuals authorized by Customer to use the Service in accordance with the terms in the Order Form (including number and type of individuals who may access the Service) and that have been supplied user identifications and passwords by Peregrine.
2. [bookmark: _Toc100772419][bookmark: _Toc103769292][bookmark: _Toc104499166][bookmark: _Toc100772420][bookmark: _Toc103769293][bookmark: _Toc104499167]Provision of the Service and Additional Services. 
2.1. [bookmark: _Toc100772421][bookmark: _Toc103769294][bookmark: _Toc104499168]Service; License Grant. During the Term and subject to the terms and conditions of this Agreement, including payment of the fees set forth on the Order Form, Peregrine grants Customer the right to: (a) access and use the Service for up to the number of Users set forth in the Order Form, (b) download and reproduce the applicable Documentation solely for internal use in association with the Service, and (c) download, install, and use any Client-Side Software in support of Customer’s use of the Service, in each case on a nonexclusive, non-transferable, and non-sublicensable basis and solely for Customer’s internal business purposes. Peregrine shall provide Customer with authentication credentials for individual Users upon written request from authorized personnel of Customer, (ii) onboarding and training services as set forth in the Order Form (“Onboarding and Training Services”), and (iii) telephone and standard technical support to Customer during normal business hours (“Technical Support”). Except as set forth herein, Peregrine shall, at its sole cost and expense, provide all facilities and equipment that may be necessary for Peregrine to perform the Services. 
2.2. [bookmark: _Toc100772422][bookmark: _Toc103769295][bookmark: _Toc104499169]Professional Services. Except as set forth in the Order Form, in the event that Customer requests that Peregrine perform data integration, configuration or implementation services regarding the Service, including integration of Customer Data or Third Party Data and creation of specific modifications to the Service (but excluding any Onboarding and Training Services), Peregrine will discuss the scope and fees for such services and, if agreed, such work will be performed pursuant to a statement of work executed by the parties and referencing this Agreement that describe such scope and fees (an “SOW,” and such services, the “Professional Services”). Any fees associated with the Professional Services shall be set forth in the applicable SOW and Customer shall pay such fees in accordance with Section 4.2 below. To the extent the Professional Services result in any software code or other tangible work product (“Work Product”), all such Work Product will remain owned solely and exclusively by Peregrine and may be used by Customer solely in connection with Customer’s authorized use of the Service under this Agreement. Customer shall permit Peregrine with reasonable access to Customer’s offices and any other facilities necessary for Peregrine to provide the Professional Services.
2.3. [bookmark: _Toc100772423][bookmark: _Toc103769296][bookmark: _Toc104499170]Access and Policies. Customer will permit Peregrine reasonable access to Customer’s offices and any other facilities necessary for Peregrine to provide the Service, Onboarding and Training Services, Technical Support, and any Professional Services. Peregrine agrees to, and cause its personnel to, abide by Customer’s facilities access and use policies as provided by Customer to Peregrine in writing in advance of any on-site visits. Customer will also permit and enable Peregrine to have reasonable offsite access to Customer Data and the Customer’s production platform for the Service in order to provide the Service, Technical Support and Professional Services. Peregrine agrees to comply with the CJIS Security Policy, and any amendments thereto, in connection with its access to, and use and/or maintenance of Customer Data, including but not limited to CJIS-defined policies for remote access, and shall implement and maintain all physical, personnel, technical, encryption, cybersecurity and other security controls as outlined in the CJIS Security Policy.
2.4. [bookmark: _Toc100772424][bookmark: _Toc103769297][bookmark: _Toc104499171]Compliance with Applicable Laws. Each party and its agents shall comply with all laws applicable to the performance or receipt, as applicable, of the Service hereunder.
2.5. [bookmark: _Toc100772425][bookmark: _Toc103769298][bookmark: _Toc104499172]Licenses and Permits. Peregrine and its employees, agents, and any subcontractors have, and will maintain at their sole cost and expense, all licenses, permits, qualifications, and approvals of whatsoever nature that are legally required to practice their respective professions. In addition to the foregoing, Peregrine and any subcontractors shall obtain and maintain during the term of this Agreement valid business licenses from Customer as required by law.
2.6. [bookmark: _Toc100772426][bookmark: _Toc103769299][bookmark: _Toc104499173]Nondiscrimination and Equal Opportunity. Peregrine shall not discriminate, on the basis of a person’s race, religion, color, national origin, age, physical or mental handicap or disability, medical condition, genetic information, marital status, sex, sexual orientation, gender or gender identity, against any employee, applicant for employment, subcontractor, bidder for a subcontract, or participant in, recipient of, or applicant for any services or programs provided by Peregrine under this Agreement. Peregrine shall comply with all applicable federal, state, and local laws, policies, rules, and requirements related to equal opportunity and nondiscrimination in employment, contracting, and the provision of any services that are the subject of this Agreement, including but not limited to the satisfaction of any obligations required of Peregrine thereby. 
2.7. Suspension. Notwithstanding anything to the contrary in this Agreement, Peregrine may temporarily suspend Customer’s and any User’s access to any portion or all of the Service if: (a) Peregrine reasonably determines that (i) there is a threat or attack on the Service; (ii) Customer’s or any User’s use of the Service disrupts or poses a security risk to the Service or to any other customer or vendor of Peregrine; (iii) Customer, or any User, is using the Service for fraudulent or illegal activities; (iv) subject to applicable law, Customer has ceased to continue its business in the ordinary course, made an assignment for the benefit of creditors or similar disposition of its assets, or become the subject of any bankruptcy, reorganization, liquidation, dissolution, or similar proceeding; (v) Peregrine’s provision of the Service to Customer or any User is prohibited by applicable law; or (vi) any Customer Data submitted, posted, or otherwise transmitted by or on behalf of Customer or an User through the Service may infringe or otherwise violate any third party’s intellectual property or other rights; (b) any vendor of Peregrine has suspended or terminated Peregrine’s access to or use of any Third Party Products required to enable Customer to access the Service; or (c) if Customer fails to pay any undisputed fees when due (any such suspension described in subclauses (a), (b), or (c), a “Service Suspension”). Peregrine shall use commercially reasonable efforts to provide written notice of any Service Suspension to Customer and to provide updates regarding resumption of access to the Service following any Service Suspension. Peregrine shall use commercially reasonable efforts to resume providing access to the Service as soon as reasonably possible after the event giving rise to the Service Suspension is cured. Peregrine will have no liability for any damage, liabilities, losses (including any loss of data or profits), or any other consequences that Customer or any User may incur as a result of a Service Suspension except to the extent arising out of Peregrine’s sole negligence, gross negligence, fraud or willful misconduct.
2.8. [bookmark: a000204]Third Party Products. Peregrine may from time to time make Third Party Products available to Customer or Peregrine may allow for certain Third Party Products to be integrated with the Service. For purposes of this Agreement, such Third Party Products are subject to their own terms and conditions. Except as provided in this Section 2.8, Peregrine is not responsible for the operation of any Third Party Products and makes no representations or warranties of any kind with respect to Third Party Products or their respective providers. If Customer does not agree to abide by the applicable terms for any such Third Party Products, then Customer should not install or use such Third Party Products. By authorizing Peregrine to transmit Customer Data from Third Party Products into the Service, Customer represents and warrants to Peregrine that it has all right, power, and authority to provide such authorization. 
2.9. Open Source Components. Certain aspects of the Service, such as the Client-Side Software, may contain or be distributed with open source software code or libraries (“Open Source Components”). Peregrine will provide a list of Open Source Components for a particular version of any distributed portion of the Service, such as the Client-Side Software, on Customer’s request. To the extent required by the license applicable to such Open Source Components: (a) Peregrine will use reasonable efforts to deliver to Customer any notices or other materials (such as source code); and (b) the terms of such licenses will apply to such Open Source Components in lieu of the terms of this Agreement. To the extent the terms of such licenses prohibit any of the restrictions in this Agreement with respect to any particular Open Source Component, such restrictions will not apply to such Open Source Component. To the extent the terms of such licenses require Peregrine to make an offer to provide source code or related information in connection with the Open Source Component, such offer is hereby made. For purposes of clarity, Open Source Components are Third Party Products.
3. [bookmark: _Toc100772427][bookmark: _Toc103769300][bookmark: _Toc104499174]Customer Responsibilities. 
3.1. [bookmark: _Toc100772428][bookmark: _Toc103769301][bookmark: _Toc104499175][bookmark: _Toc100772429][bookmark: _Toc103769302][bookmark: _Toc104499176]Generally. Customer is responsible for all activities that occur under User accounts. Customer also shall: (a) ensure it has all rights necessary for Peregrine to integrate the Customer Data with the Service; (b) have sole responsibility for the accuracy, quality, integrity, legality, reliability, and appropriateness of all Customer Data; (c) prevent unauthorized access to, or use of, the Service, and notify Peregrine immediately of any unauthorized access or use; (d) ensure each User has its own unique account on the Service and that Users do not share their account credentials with one another or any third party; and (e) comply with all applicable laws in using the Service. Customer agrees to provide its Users with the applications necessary to run the Service as set forth in the Documentation.
3.2. [bookmark: _Toc100772430][bookmark: _Toc103769303][bookmark: _Toc104499177]Use Restrictions. Customer shall not use the Service for any purposes beyond the scope of access granted under this Agreement. Without limiting the generality of the foregoing, Customer shall not, and shall ensure Users do not: (a) license, sublicense, sell, resell, rent, lease, transfer, assign, distribute, time share or otherwise commercially exploit or make the Service available to any third party, subject to any applicable judicial subpoena, court order, Public Records Act or other applicable law; (b) send spam or otherwise duplicative or unsolicited messages via the Service; (c) send or store infringing or unlawful material; (d) send or store material containing software viruses, worms, Trojan horses or other harmful computer code, files, scripts, agents or programs; (e) interfere with or disrupt the integrity or performance of the Service or the data contained therein; (f) attempt to gain unauthorized access to the Service or its related systems or networks; (g) copy, modify, or create derivative works based upon the Service or any component thereof; (h) reverse engineer, disassemble, decompile, decode, adapt, or otherwise attempt to derive or gain access to any software component of the Service or any component thereof; (i) use the Service in any manner or for any purpose that infringes, misappropriates, or otherwise violates any intellectual property or other right of any third party or that violates any applicable law; (j) access or use the Service for purposes of competitive analysis of Peregrine or the Service, the development, provision, or use of a competing service or product, or any other purpose that is to Peregrine’s detriment or commercial disadvantage; or (k) input, upload, transmit, or otherwise provide to or through the Service any information or materials, including Customer Data, that are unlawful or injurious in any way 
3.3. [bookmark: _Toc100772431][bookmark: _Toc103769304][bookmark: _Toc104499178]CJIS Requirements. Customer certifies that it and its Users will comply with the following CJIS requirements: (a) Customer agrees to use training, policy and procedures to ensure Users use proper handling, processing, storing and communication protocols for Customer Data and any Third Party Data; (b) Customer agrees to protect the Service and any Third Party Data by monitoring and auditing staff user activity to ensure that it is only within the purview of system application development, system maintenance and the support roles assigned; (c) Customer will only provide access to the Service and any Third Party Data through Customer-managed role-based access and applied sharing rules configured by Customer; (d) Customer agrees to create and retain activity transaction logs to enable auditing by Peregrine staff, CJIS and any Third Party Data owners; (e) Customer agrees to perform independent employment background screening for its staff at Customer’s own expense; and (f) Customer agrees to reinforce staff policies for creating User accounts with only one Customer domain email address for each User, with exceptions only as granted in writing by Peregrine. 
3.4. [bookmark: _Toc100772432][bookmark: _Toc103769305][bookmark: _Toc104499179]Operation Restrictions. Under certain circumstances, it may be dangerous to operate a moving vehicle while attempting to operate a laptop, mobile device or other touch screen and any of their applications. Customer agrees that the Users will be instructed to only utilize the interface for the Service at times when it is safe to do so. Peregrine is not liable for any accident caused by a result of distraction such as from viewing the screen while operating a moving vehicle.
3.5. [bookmark: _Toc100772433][bookmark: _Toc103769306][bookmark: _Toc104499180]Customer Logo. Subject to Customer’s prior written consent, Peregrine may use Customer’s name and logo in Peregrine’s lists of customers and Peregrine’s use shall comply with any standard trademark guidelines provided by Customer to Peregrine.
3.6. [bookmark: a000206]Feedback. During the term of this Agreement, if Customer or any of its employees or contractors sends or transmits any communications or materials to Peregrine by mail, email, telephone, or otherwise, suggesting or recommending changes to the Service, including without limitation, new features or functionality relating thereto, or any comments, questions, suggestions, or the like (“Feedback”), Peregrine is free to use such Feedback irrespective of any other obligation or limitation between the parties governing such Feedback.
4. [bookmark: _Toc100772434][bookmark: _Toc103769307][bookmark: _Toc104499181]Fees & Payment.
4.1. [bookmark: _Toc100772435][bookmark: _Toc103769308][bookmark: _Toc104499182]Fees. Customer shall pay the fees for the Service as specified in the Order Form and in any SOWs. All fees are non-refundable except to the extent otherwise expressly set forth in this Agreement.
4.2. [bookmark: _Toc100772436][bookmark: _Toc103769309][bookmark: _Toc104499183]Payment Terms. Except as set forth on the Order Form, Customer shall pay all fees within thirty (30) days of Customer’s receipt of the invoice. 
4.3. [bookmark: _Toc100772437][bookmark: _Toc103769310][bookmark: _Toc104499184]Taxes. Peregrine’s fees do not include any local, state, federal or foreign taxes, levies or duties of any nature (“Taxes”). Customer is responsible for paying all Taxes, excluding only taxes based on Peregrine’s income. If Peregrine has the legal obligation to pay or collect Taxes for which Customer is responsible under this section, the appropriate amount shall be invoiced to and paid by Customer unless Customer provides Peregrine with a valid tax exemption certificate authorized by the appropriate taxing authority.
5. [bookmark: _Toc100772438][bookmark: _Toc103769311][bookmark: _Toc104499185]Proprietary Rights. The “Peregrine Technology “means (a) the Peregrine name, the Peregrine logo, and other trademarks and service marks; (b) audio and visual information, documents, software and other works of authorship, including training materials; (c) other technology included in the Service, including Client-Side Software, graphical user interfaces, workflows, products, processes, algorithms, know-how and other trade secrets, techniques, designs, inventions and other tangible or intangible technical material or information provided by Peregrine under this Agreement; and (d) the work product or other results of Professional Services. Peregrine owns and shall retain all rights in the Peregrine Technology. Other than as expressly set forth in Section 2.1 above, no license or other rights in or to the Peregrine Technology or related intellectual property rights are granted to Customer or Users, and all such licenses and rights are hereby expressly reserved to Peregrine. For clarity, “Peregrine Technology” does not include Customer Data.
6. [bookmark: _Toc100772441][bookmark: _Toc103769314][bookmark: _Toc104499188][bookmark: _Toc100772442][bookmark: _Toc103769315][bookmark: _Toc104499189]Data Access, Sharing and Security.
6.1. [bookmark: _Toc100772443][bookmark: _Toc103769316][bookmark: _Toc104499190]Customer Data. Peregrine may access, reproduce, and use Customer Data to provide the Service, including to provide Technical Support, Onboarding and Training Services and any Professional Services. Customer agrees that Peregrine may generate technical logs, data and insights about Customer’s usage of the Service (e.g., frequency of logins) (“Peregrine Insights”) and may use the Customer Data in aggregated and anonymized form that does not individually identify any person or entity, including Customer or its Users (“Aggregated Data”) for Peregrine’s internal business purposes and to operate and improve Peregrine’s proprietary software and services, and that Peregrine shall own the Peregrine Insights and the Aggregated Data. Peregrine shall destroy Peregrine Insights and Aggregated Data on termination of this Agreement in compliance with the most current version of NIST standard SP800-88, or other standard acceptable to the Customer, and shall certify the same in writing to Customer within thirty (30) calendar days from the date of termination. Peregrine may choose to terminate the provision of any Customer Data via the Service if the provision of such data may be harmful to the Service, as determined by Peregrine in its reasonable discretion. This provision shall survive the termination or expiration of this Agreement.
6.2. Security of Customer Data.  In storing, handling, transmitting, and/or accessing Customer Data, Peregrine shall incorporate a comprehensive set of data security protocols comprising a data privacy and information security program, including physical, technical, administrative, and organizational safeguards, that comply with or exceed the security controls identified in the current version of NIST SP800-53, to protect Customer Data at rest, in use, and in transit, and that, at minimum: (i) control access to Customer Data; (ii) include regular audits, including threat assessments, to evaluate susceptibility to unauthorized access; (iii) provide regular maintenance and updating to ensure current cyber threats are identified and proactive defensive measures are undertaken; (iv) meet all current rules, regulations and standards of the CJIS, including but not limited to, ensuring that persons having access to Customer Data are free of criminal history or any other security threat that would otherwise disqualify any such person from accessing confidential criminal justice information under current rules, regulations and standards of the CJIS; and (v) provide for the physical and environmental protection of all Customer Data.
[bookmark: _Toc100772444][bookmark: _Toc103769317][bookmark: _Toc104499191]6.2.1.	CJIS Security Policy. Peregrine has implemented procedures to allow for adherence to the CJIS Security Policy. The hosting facility for the Service uses access control technologies that meet or exceed CJIS requirements. In addition, Peregrine has installed and configured solid network intrusion prevention appliances for adherence to the CJIS Security Policy. All such procedures and network intrusion prevention appliances shall be maintained by Peregrine at all times.
6.3. [bookmark: _Toc100772445][bookmark: _Toc103769318][bookmark: _Toc104499192]Third Party Data. Any Third Party Data that Peregrine may provide via the Service is governed by the third party owner’s retention policy. Peregrine does not provide any warranties with respect to any Third Party Data and Peregrine may choose to terminate the provision of any Third Party Data via the Service if Peregrine’s applicable rights to such Third Party Data terminate or the provision of such data may be harmful to the Service, as determined by Peregrine in its reasonable discretion.
6.4. Processing of Personal Information. Peregrine’s rights and obligations with respect to Personal information it collects directly from individuals are set forth in Peregrine’s Privacy Policy, attached hereto as Appendix D, or as may be amended and set forth at https://peregrine.io/platform-privacy-policy/ and applicable law. Personal Information included within Customer Data and processed by Peregrine on behalf of Customer is governed by this Agreement and applicable law. In the event of any conflict between Peregrine’s Privacy Policy and applicable law, or between the provisions of this Agreement and applicable law, the provisions of applicable law shall control. 
6.5. Sensitive Information; Marking Requirements. To the extent Customer provides Customer Data that Customer considers to be sensitive, proprietary, restricted, or otherwise requiring sensitive treatment (“Sensitive Information”), Customer is solely responsible for providing appropriate markings to designate the applicable Customer Data as Sensitive Information. Customer shall provide Peregrine with documentation and/or instructions in writing with sufficient detail for Peregrine to identify and distinguish content that is Sensitive Information within other provided Customer Data. Customer shall (a) mark Sensitive Information on its face, (b) make the appropriate designations for Sensitive Information in document metadata, (c) provide Peregrine with a table or other list of Sensitive Information that contains sufficient detail to identify the Sensitive Information; or (d) identify Sensitive Information to Peregrine in some other mutually agreed upon method. Peregrine shall not be responsible for failure to designate Sensitive Information with specific access control status based on Customer failure to provide sufficient information to identify Sensitive Information. For the avoidance of doubt, any and all Personal Information constitutes Sensitive Information within the meaning of this Section. 
7. [bookmark: _Toc100772446][bookmark: _Toc103769319][bookmark: _Toc104499193]Confidentiality.
7.1. [bookmark: _Toc100772447][bookmark: _Toc103769320][bookmark: _Toc104499194]Definition of Confidential Information. The term “Confidential Information” means all Personal Information, and any other confidential and proprietary information that a party (“Disclosing Party”) disclosed to the other party (“Receiving Party”), whether orally or in writing, that is designated as confidential or that reasonably should be understood to be confidential given the nature of the information and the circumstances of disclosure, including Customer Data, any Third Party Data, the Service, the Documentation, the Peregrine Technology, business and marketing plans, technology and technical information, product designs, and business processes. In the event of any conflict between this provision and applicable law, the provisions of applicable law shall control.
7.2. [bookmark: _Toc100772448][bookmark: _Toc103769321][bookmark: _Toc104499195]Confidentiality. The Receiving Party shall not disclose or use any Confidential Information of the Disclosing Party except to perform its obligations or exercise its rights under this Agreement, except with the Disclosing Party’s prior written permission on a case-by-case basis, or as otherwise required by federal and/or state laws. Each party agrees to protect the confidentiality of the Confidential Information of the other party in the same manner that it protects the confidentiality of its own proprietary and confidential information of like kind, but in no event with less than reasonable care. If the Receiving Party is compelled by law or a government authority pursuant to a judicially-issued subpoena, court order, the California Public Records Act or other applicable Public Records Act (as defined in Section 7.4), to disclose Confidential Information of the Disclosing Party, it shall provide the Disclosing Party with prior notice of such compelled disclosure (to the extent practicable and legally permitted) and reasonable assistance, at Disclosing Party’s cost, if the Disclosing Party wishes to contest the disclosure.
7.3. [bookmark: _Toc100772449][bookmark: _Toc103769322][bookmark: _Toc104499196]Exceptions. The parties’ obligations in Section 7.2 shall not apply to any information that: (a) is or becomes publicly available without breach of any obligation owed to the Disclosing Party; (b) was known to the Receiving Party prior to its disclosure by the Disclosing Party without breach of any obligation owed to the Disclosing Party; (c) was independently developed by the Receiving Party without breach of any obligation owed to the Disclosing Party; or (d) is received from a third party without breach of any obligation owed to the Disclosing Party.
7.4. [bookmark: _Toc100772450][bookmark: _Toc103769323][bookmark: _Toc104499197]Public Records Acts. Peregrine acknowledges that Customer is a public entity and is governed by the California Public Records Act and other applicable laws, rules, or regulations relating to public records (each a “Public Records Act”). Nothing in this Section 7 shall prevent Customer from disclosing Confidential Information or any other information or documentation for purposes of complying with an applicable Public Records Act to the extent legally required. 
7.5. [bookmark: _Toc100772451][bookmark: _Toc103769324][bookmark: _Toc104499198]Remedies. If the Receiving Party discloses or uses (or threatens to disclose or use) any Confidential Information of the Disclosing Party in breach of this Section 7, the Disclosing Party shall have the right, in addition to any other remedies available to it, to seek injunctive relief to enjoin such acts, it being specifically acknowledged by the parties that such unauthorized disclosure or use may cause irreparable harm to the Disclosing Party for which any other available remedies are inadequate.
8. [bookmark: _Toc100772452][bookmark: _Toc103769325][bookmark: _Toc104499199]Warranties & Disclaimers.
8.1. [bookmark: _Toc100772453][bookmark: _Toc103769326][bookmark: _Toc104499200]Warranties. Each party represents and warrants that it has the legal power and authority to enter into this Agreement. Peregrine represents and warrants that (i) it will provide the Service in a professional manner consistent with the standards observed by a competent practitioner of the profession in which Peregrine is engaged, and (ii) the Service will perform in accordance with and otherwise substantially conform to its associated documentation.
8.2. [bookmark: _Toc100772454][bookmark: _Toc103769327][bookmark: _Toc104499201]Disclaimer. EXCEPT AS EXPRESSLY PROVIDED IN SECTION 8.1, PEREGRINE MAKES NO WARRANTY OF ANY KIND, WHETHER EXPRESS, IMPLIED, STATUTORY, OR OTHERWISE WITH RESPECT TO THE SERVICE, THE PEREGRINE TECHNOLOGY, ANY THIRD PARTY DATA AND ANY OTHER PRODUCTS OR SERVICES PROVIDED UNDER THIS AGREEMENT. PEREGRINE HEREBY SPECIFICALLY DISCLAIMS ALL IMPLIED WARRANTIES, INCLUDING ANY WARRANTY OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE, TITLE OR NON-INFRINGEMENT, TO THE MAXIMUM EXTENT PERMITTED BY APPLICABLE LAW.
9. [bookmark: _Toc100772455][bookmark: _Toc103769328][bookmark: _Toc104499202]Indemnification. 
9.1. [bookmark: _Toc100772456][bookmark: _Toc103769329][bookmark: _Toc104499203]Indemnification by Peregrine. Peregrine shall at its expense defend Customer and its officers, directors, officials, attorneys, agents, volunteers and employees (“Customer Indemnified Parties”) against any claim made or brought against any Customer Indemnified Party by a third party alleging that the Service as provided to Customer and when used in accordance with this Agreement infringes any intellectual property rights of a third party (each, a “Customer Claim”), and shall indemnify and hold Customer Indemnified Parties harmless from and against any and all liability, loss, damage, claims, expenses, and costs, including without limitation, attorney’s fees, awarded by a court or agreed to by Peregrine in a settlement with respect to such Customer Claim; provided, that Customer (a) promptly gives written notice of the Customer Claim to Peregrine; (b) gives Peregrine sole control of the defense and settlement of the Customer Claim (provided that Peregrine may not agree to any settlement that imposes any liability or obligation on Customer without Customer’s prior written consent, such consent not to be unreasonably withheld, conditioned, or delayed); and (c) provides to Peregrine, at Peregrine’s cost, all reasonable assistance in the defense and settlement of the Customer Claim. Peregrine shall have no obligation under this Section 9.1 regarding claims that arise from or relate to (i) Customer’s use of the Service other than as contemplated by this Agreement, (ii) any modifications to the Service made by any entity other than Peregrine (where the liability would not have arisen but for such modification), (iii) any combination of the Service with services or technologies not provided by Peregrine (where the liability would not have arisen but for such combination), (iv) Customer’s use of the Service or portion thereof after Peregrine has terminated this Agreement or such portion of the Service in accordance with this Section 9.1, or (v) Third Party Products. If in Peregrine’s opinion a Customer Claim is likely to be made, or if an existing Customer Claim may cause Peregrine liability, Peregrine may in its discretion (x) obtain a license to enable Customer to continue to use the potentially infringing portion of the Service, (y) modify the Service to avoid the potential infringement, or (z) if the foregoing cannot be achieved after using reasonable commercial efforts, terminate the Agreement or the license to the infringing portion of the Service and refund the amount of any pre-paid fees applicable to the portion of the terminated Services to be provided after the termination date.
9.2. [bookmark: _Toc100772457][bookmark: _Toc103769330][bookmark: _Toc104499204]Indemnification by Customer. To the fullest extent permitted by applicable law, Customer shall at its expense defend Peregrine and its officers, directors, officials, agents, volunteers and employees (“Peregrine Indemnified Parties”) against any claim made or brought against any Peregrine Indemnified Party by a third party to the extent arising out of: (a) Customer’s or its User’s negligence, gross negligence, fraud, or willful misconduct; (b) Customer’s or its User’s use of the Service in a manner not explicitly authorized in writing by this Agreement; or (c) the processing of Customer Data by Peregrine or Peregrine’s use of such Customer Data adhering to the agreed data handling, privacy and confidentiality terms set forth herein (each, a “Peregrine Claim”), and shall indemnify and hold Peregrine Indemnified Parties harmless from and against any and all liability, loss, damage, claims, expenses, and costs, including without limitation, attorney’s fees, awarded by a court or by the agreement of the parties with respect to such Peregrine Claim; provided, that Peregrine (i) must promptly give written notice of any such Peregrine Claim to Customer; (ii) give Customer sole control of the defense and settlement of the Peregrine Claim (provided that any settlement requiring Peregrine or Peregrine Indemnified Parties to admit liability or incur any expense shall require the prior written consent of Peregrine, which such consent shall not to be unreasonably withheld, conditioned, or delayed); and (iii) and provides to Customer, at Customer’s cost, all reasonable assistance in the defense and settlement of the Peregrine Claim subject to the limits of applicable law.

9.3. Sole Remedy. THIS SECTION 9 SETS FORTH CUSTOMER’S SOLE REMEDIES AND PEREGRINE’S SOLE LIABILITY, OBLIGATION AND REMEDIES FOR ANY ACTUAL, THREATENED, OR ALLEGED CLAIMS BY THIRD PARTIES RELATING TO THE SERVICE OR ITS USE, OPERATION AND/OR MAINTENANCE.
10. [bookmark: _Toc100772458][bookmark: _Toc103769331][bookmark: _Toc104499205]Limitation of Liability.
10.1. [bookmark: _Toc100772459][bookmark: _Toc103769332][bookmark: _Toc104499206]Exclusion of Consequential and Related Damages. EXCEPT FOR A PARTY’S BREACH OF SECTION 7, A PARTY’S INDEMNIFICATION AND DEFENSE OBLIGATIONS, OR A PARTY’S GROSS NEGLIGENCE, FRAUD, OR WILLFUL MISCONDUCT, IN NO EVENT SHALL EITHER PARTY HAVE ANY LIABILITY TO THE OTHER PARTY FOR ANY LOST PROFITS, LOSS OF USE, COSTS OF PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES, OR FOR ANY INDIRECT, SPECIAL, INCIDENTAL, MULTIPLE, EXEMPLARY, PUNITIVE, OR CONSEQUENTIAL DAMAGES HOWEVER CAUSED AND, WHETHER IN CONTRACT, TORT OR UNDER ANY OTHER THEORY OF LIABILITY, WHETHER OR NOT THE PARTY HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.
10.2. Exclusion of Exemplary or Punitive Damages. NOTWITHSTANDING ANY OTHER PROVISION OF THIS AGREEMENT, IN NO EVENT SHALL EITHER PARTY HAVE ANY LIABILITY TO THE OTHER PARTY FOR ANY EXEMPLARY OR PUNITIVE OR PENALTIES, HOWEVER CAUSED AND, WHETHER IN CONTRACT, TORT OR UNDER ANY OTHER THEORY OF LIABILITY, WHETHER OR NOT THE PARTY HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.
10.3. Liability Cap. IN NO EVENT SHALL EITHER PARTY’S AGGREGATE LIABILITY ARISING OUT OF OR RELATING TO THIS AGREEMENT UNDER ANY LEGAL OR EQUITABLE THEORY, INCLUDING BREACH OF CONTRACT, TORT (INCLUDING NEGLIGENCE), STRICT LIABILITY, OR OTHERWISE, EXCEED THE TOTAL AMOUNTS PAID TO PEREGRINE UNDER THIS AGREEMENT IN THE TWELVE (12) MONTHS IMMEDIATELY PRECEDING THE CLAIM.
11. [bookmark: _Toc100772460][bookmark: _Toc103769333][bookmark: _Toc104499207]Term & Termination.
11.1. [bookmark: _Toc100772461][bookmark: _Toc103769334][bookmark: _Toc104499208]Term of Agreement. This Agreement commences on the Effective Date and continues for the duration of the term set forth on the Order Form (“Term”), unless earlier terminated in accordance with the Order Form or Section 11.2
11.2. [bookmark: _Toc100772462][bookmark: _Toc103769335][bookmark: _Toc104499209]Termination for Cause. A party may terminate this Agreement for cause upon thirty (30) days written notice of a material breach to the other party if such breach remains uncured at the expiration of such period. Termination shall not relieve Customer of the obligation to pay any fees accrued or payable to Peregrine prior to the effective date of termination.
11.3. Termination for Non-Appropriation of Funds.  Payments to be made to Peregrine by Customer for any portion of the Service performed within the current fiscal year are within the current fiscal budget and within an available, unexhausted fund. In the event that Customer does not appropriate sufficient funds for payment of Peregrine’s services beyond the current fiscal year, this Agreement shall cover payment for Peregrine’s services only to the conclusion of the last fiscal year in which Customer appropriates sufficient funds and shall automatically terminate at the conclusion of such fiscal year. Termination by Customer due to non-appropriation of funds shall not constitute any default or breach of this Agreement. 
11.4. Termination for Convenience. Notwithstanding any other provision of this Agreement, following the conclusion of the first annual license year, Customer may terminate this Agreement for convenience, subject to sixty (60) days’ prior written notice to Peregrine. In the event of termination for convenience, Customer shall be responsible to cover payment for Peregrine’s services through the effective termination date, and Customer shall not owe any other fee, charge or penalty to Peregrine.
11.5. [bookmark: _Toc100772463][bookmark: _Toc103769336][bookmark: _Toc104499210]Data. Upon expiration or termination of this Agreement, Peregrine shall have no obligation to maintain or provide any Customer Data or Third Party Data. Unless legally prohibited, Peregrine shall delete all Customer Data in its systems or otherwise in its possession or under its control in compliance with the most current version of NIST standard SP800-88, or other standard acceptable to the Customer, and shall certify the same in writing within five (5) calendar days from the date of termination to the Customer. Notwithstanding the foregoing or any other provision of this Agreement, Peregrine may use in perpetuity any Aggregated Data so long as it has been anonymized in compliance with the most current version of NIST standard SP800-88. 
11.6. [bookmark: _Toc100772464][bookmark: _Toc103769337][bookmark: _Toc104499211]Survival. The following provisions shall survive termination or expiration of this Agreement: Sections 4, 5, 6.1, 6.2, 6.2.1, 6.3, 7, 8, 9, 10, 11.3, 11.4, 11.5, and 12.
12. [bookmark: _Toc100772465][bookmark: _Toc103769338][bookmark: _Toc104499212]General Provisions.
12.1. [bookmark: _Toc100772466][bookmark: _Toc103769339][bookmark: _Toc104499213]Insurance. During the term of this Agreement, Peregrine shall maintain the insurance coverages described on Appendix A: Insurance.
12.2. [bookmark: _Toc100772467][bookmark: _Toc103769340][bookmark: _Toc104499214]Relationship of the Parties. This Agreement does not create a partnership, franchise, joint venture, agency, fiduciary or employment relationship between the parties. There are no third-party beneficiaries to this Agreement. At all times during the term of this Agreement, Peregrine shall be an independent contractor and shall not be an employee of Customer. Except as Customer may specify in writing, Consultant shall have no authority, express or implied, to act on behalf of Customer in any capacity whatsoever as an agent. Peregrine shall have no authority, express or implied, pursuant to this Agreement to bind Customer to any obligation whatsoever.
12.3. [bookmark: _Toc100772468][bookmark: _Toc103769341][bookmark: _Toc104499215][bookmark: _Toc100772469][bookmark: _Toc103769342][bookmark: _Toc104499216]Peregrine’s Books and Records. To the extent required by applicable laws, rules, or regulations, Peregrine shall maintain any and all records or documents evidencing or relating to charges for services or expenditures and disbursements charged to the Customer under this Agreement for a minimum of three (3) years, or for any longer period required by applicable law, from the date of final payment to Peregrine to this Agreement. All such records shall be maintained in accordance with generally accepted standards and applicable law, and shall be made available for inspection, audit, and/or copying during regular business hours, upon written request of the Customer.
12.4. [bookmark: _Toc100772470][bookmark: _Toc103769343][bookmark: _Toc104499217]Force Majeure. Neither party shall be liable by reason of any failure or delay in performance of its obligations under this Agreement (except for the payment of money) on account of events beyond the reasonable control of such party, which may include Internet denial-of-service attacks, strikes, shortages, riots, insurrection, fires, flood, storm, explosions, acts of God, war, terrorism, governmental action, labor conditions, earthquakes, and material shortages (each, a “Force Majeure Event”). Upon the occurrence of a Force Majeure Event, the non-performing party will be excused from any further performance of its obligations affected by the Force Majeure Event for so long as the event continues and such party continues to use commercially reasonable efforts to resume performance.
12.5. [bookmark: _Toc100772471][bookmark: _Toc103769344][bookmark: _Toc104499218]Federal Government. Any use, copy or disclosure of the Service by the U.S. Government is subject to restrictions as set forth in this Agreement and as provided by DFARS 227.7202-1(a) and 227.7202-3(a)(1995), DFARS 252.227-7013(c)(1)(ii)(October 1998), FAR 12.212(a)(1995), FAR 52.227-19, or FAR 52.227(ALT III), as applicable.
12.6. Additional Government Terms. Peregrine acknowledges that Customer may be a public entity and, accordingly, certain additional laws, rules, and regulations may take precedence over the terms and conditions of this Agreement (the “Additional Government Terms”). The Additional Government Terms, if any, are attached hereto as Appendix B: Provisions for California Public Entities and will govern to the extent of any conflict with any other term of this Agreement. Notwithstanding the foregoing, the omission of any applicable federal or state law applicable to Customer in the performance of this Agreement shall not preclude Customer from complying with such law or requiring Peregrine to comply with such law.
12.7. [bookmark: _Toc100772472][bookmark: _Toc103769345][bookmark: _Toc104499219]Notices. All notices under this Agreement shall be in writing and shall be deemed to have been given upon: (a) personal delivery; (b) the second business day after mailing; (c) the second business day after sending by confirmed facsimile; or (d) after confirmed receipt of an email. Notices to Peregrine shall be addressed to the attention of Nick Noone, CEO, Peregrine Technologies, nick@peregrine.io, with a copy to ben@peregrine.io. Notices to Customer are to be addressed to the individual identified in the Order Form.
12.8. [bookmark: _Toc100772473][bookmark: _Toc103769346][bookmark: _Toc104499220]Waiver; Cumulative Remedies Severability. No failure or delay by either party in exercising any right under this Agreement shall constitute a waiver of that right. Other than as expressly stated herein, the remedies provided herein are in addition to, and not exclusive of, any other remedies of a party at law or in equity. If any provision of this Agreement is held by a court of competent jurisdiction to be contrary to law, the provision shall be modified by the court and interpreted so as best to accomplish the objectives of the original provision to the fullest extent permitted by law, and the remaining provisions of this Agreement shall remain in effect.
12.9. [bookmark: _Toc100772474][bookmark: _Toc103769347][bookmark: _Toc104499221]Assignment. Neither party may assign any of its rights or obligations hereunder, whether by operation of law or otherwise, without the prior express written consent of the other party. Notwithstanding the foregoing, Peregrine may assign this Agreement, together with all rights and obligations hereunder, without consent of Customer, in connection with a merger, acquisition, corporate reorganization, or sale of all or substantially all of its stock or assets that relate to this Agreement. Any attempt by a party to assign its rights or obligations under this Agreement in breach of this section shall be void and of no effect. Subject to the foregoing, this Agreement shall bind and inure to the benefit of the parties, their respective successors and permitted assigns.
12.10. [bookmark: _Toc100772475][bookmark: _Toc103769348][bookmark: _Toc104499222]Governing Law. This Agreement shall be governed by the laws of California without regard to its rules on conflicts of laws; and further, any rule of construction to the effect that ambiguities are to be resolved against the drafting party shall not be applied in interpreting this Agreement. The state courts located in Los Angeles County, CA or the United States District Court for the Central District of California shall have exclusive jurisdiction to adjudicate any dispute arising out of or relating to this Agreement. Each party hereby consents to the exclusive jurisdiction of such courts provided that nothing in this Section 12.10 prohibits either party from seeking or obtaining in any jurisdiction injunctive or similar relief in connection with the enforcement of this Agreement. 
12.11. [bookmark: _Toc100772476][bookmark: _Toc103769349][bookmark: _Toc104499223]Construction. The division of this Agreement into Sections and the insertion of captions and headings are for convenience of reference only and will not affect the construction or interpretation of this Agreement. The terms “this Agreement,” “hereof,” “hereunder” and any similar expressions refer to this Agreement and not to any particular Section or other portion hereof. The parties hereto agree that any rule of construction to the effect that ambiguities are to be resolved against the drafting party will not be applied in the construction or interpretation of this Agreement. As used in this Agreement, the words “include” and “including,” and variations thereof, will be deemed to be followed by the words “without limitation” and “discretion” means sole discretion.
12.12. Entire Agreement. This Agreement constitutes the entire agreement between the parties, and supersedes all prior and contemporaneous agreements, proposals or representations, written or oral, concerning its subject matter. No modification, amendment, or waiver of any provision of this Agreement shall be effective unless in writing and signed by the party against whom the modification, amendment or waiver is to be asserted. Notwithstanding any language to the contrary therein, no terms or conditions stated in a Customer purchase order or in any other Customer order documentation (excluding the Order Form) shall be incorporated into or form any part of this Agreement, and all such terms or conditions are hereby rejected and shall be null and void.


[bookmark: _Toc105030280][bookmark: _Ref105069460][bookmark: _Toc120795554]Appendix A: Insurance
Peregrine, at its own cost and expense, shall procure the types and amounts of insurance specified herein and maintain that insurance throughout the term of the Agreement. The cost of such insurance shall be included in Peregrine’s bid or proposal. Peregrine shall be fully responsible for the acts and omissions of its subcontractors or other agents. 
Workers’ Compensation. Peregrine shall, at its sole cost and expense, maintain Statutory Workers’ Compensation Insurance and Employer’s Liability Insurance for any and all persons employed directly or indirectly by Peregrine in the amount required by applicable law. The requirement to maintain Statutory Workers’ Compensation and Employer’s Liability Insurance may be waived by the Customer upon written verification that Peregrine is a sole proprietor and does not have any employees and will not have any employees during the term of this Agreement. 
Commercial General
General requirements. Peregrine, at its own cost and expense, shall maintain commercial general liability insurance for the term of this Agreement in an amount not less than $2,000,000 per occurrence and $4,000,000 aggregate, combined single limit coverage for risks associated with the work contemplated by this Agreement. 
Minimum scope of coverage. Commercial general coverage shall be at least as broad as Insurance Services Office Commercial General Liability occurrence form CG 0001 (most recent edition) covering comprehensive General Liability on an “occurrence” basis. Automobile coverage shall be at least as broad as Insurance Services Office Automobile Liability form CA 0001 (most recent edition) covering any auto (Code 1), or if Peregrine has no owned autos, hired (code 8) and non-owned autos (Code 9). No endorsement shall be attached limiting the coverage. 
Additional requirements. Each of the following shall be included in the insurance coverage or added as a certified endorsement to the policy: 
a.	The Commercial General Liability Insurance shall cover on an occurrence basis. 
b.	Customer, its officers, officials, employees, agents, and volunteers shall be covered as additional insureds for liability arising out of work or operations on behalf of Peregrine, including materials, parts, or equipment furnished in connection with such work or operations. Coverage can be provided in the form of an endorsement to Peregrine’s insurance at least as broad as CG 20 10 11 85, or both CG 20 10 10 01 and CG 20 37 10 01. 
c.	For any claims related to this Agreement or the work hereunder, Peregrine’s insurance covered shall be primary insurance as respects the Customer, its officers, officials, employees, agents, and volunteers. Any insurance or self-insurance maintained by the Customer, its officers, officials, employees, agents or volunteers shall be excess of Peregrine’s insurance and non-contributing. 
d.	The policy shall cover inter-insured suits and include a “separation of Insureds” or “severability” clause which treats each insured separately. 
e.	Peregrine agrees to give at least 30 days prior written notice to Customer before coverage is canceled or modified as to scope or amount. 
Automobile Liability Insurance
General requirements. Peregrine, at its own cost and expense, shall maintain automobile liability insurance for any owned, non-owned, or hired auto, for the term of this Agreement, with a combined single limit of $1,000,000 per accident for bodily injury and property damage, for risks associated with the work contemplated by this Agreement. 
Professional Liability Insurance. 
General requirements. Peregrine, at its own cost and expense, shall maintain for the period covered by this Agreement professional liability insurance for licensed professionals performing work pursuant to this Agreement in an amount not less than $2,000,000 per occurrence or claim covering Peregrine’s errors and omissions. 
Claims-made limitations. The following provisions shall apply if the professional liability coverage is written on a claims-made form: 
a. 	The retroactive date of the policy must be shown and must be before the date of the Agreement. 
b.	 Insurance must be maintained and evidence of insurance must be provided for at least five (5) years after completion of the Agreement or the work. 
c.	 If coverage is canceled or not renewed and it is not replaced with another claims-made policy form with a retroactive date that precedes the date of this Agreement, Peregrine must purchase an extended period coverage for a minimum of five (5) years after completion of work under this Agreement. 
d.	 A copy of the claim reporting requirements must be submitted to the Customer for review prior to the commencement of any work under this Agreement. 
Cyber Liability Insurance.
General Requirements. Peregrine, at its own cost and expense, shall maintain for the period covered by this Agreement cyber Insurance, with a limit of no less than $2,000,000 per occurrence or claim, $2,000,000 aggregate. Coverage shall be sufficiently broad to respond to the duties and obligations as is undertaken by Peregrine in this agreement and shall include, but not be limited to, claims involving security breach, system failure, data recovery, business interruption, cyber extortion, social engineering, infringement of intellectual property, including but not limited to infringement of copyright, trademark, trade dress, invasion of privacy violations, information theft, damage to or destruction of electronic information, release of private information, and alteration of electronic information. The policy shall provide coverage for breach response costs, regulatory fines and penalties as well as credit monitoring expenses.
All Policies Requirements. 
Submittal Requirements. Peregrine shall submit the following to Customer prior to beginning services:
Certificate of Liability Insurance in the amounts specified in this Agreement; and 
Additional Insured Endorsement as required for the General Commercial and Automobile Liability Policies. 
Acceptability of Insurers. All insurance required by this Agreement is to be placed with insurers with a Bests' rating of no less than A:VII. 
Deductibles and Self-Insured Retentions. Insurance obtained by Peregrine shall have a self-insured retention or deductible of no more than $100,000. 
Wasting Policies. No policy required herein shall include a “wasting” policy limit (i.e. limit that is eroded by the cost of defense). 
Waiver of Subrogation. Peregrine hereby agrees to waive subrogation which any insurer or contractor may require from Peregrine by virtue of the payment of any loss. Peregrine agrees to obtain any endorsements that may be necessary to effect this waiver of subrogation, but this provision applies regardless of whether or not the Customer has received a waiver of subrogation endorsement from the insurer. 
The Workers’ Compensation policy shall be endorsed with a waiver of subrogation in favor of the Customer for all work performed by Peregrine, its employees, agents, and subcontractors. 
Subcontractors. Peregrine shall include all subcontractors as insureds under its policies or shall furnish separate certificates and endorsements for each subcontractor. All coverages for subcontractors shall be subject to all of the requirements stated herein, and Peregrine shall ensure that Customer, its officers, officials, employees, agents, and volunteers are covered as additional insured on all coverages. 
Excess Insurance. If Peregrine maintains higher insurance limits than the minimums specified herein, Customer shall be entitled to coverage for the higher limits maintained by Peregrine. 
Remedies. In addition to any other remedies Customer may have if Peregrine fails to provide or maintain any insurance policies or policy endorsements to the extent and within the time herein required, Customer may, at its sole option, order Peregrine to stop work under this Agreement and withhold any payment that becomes due to Peregrine hereunder until Peregrine demonstrates compliance with the requirements hereof, or terminate this Agreement.


Appendix B: Provisions for California Public Entities
Compliance with Applicable California Labor Laws.  Peregrine shall, to the extent required by the California Labor Code, pay not less than the latest prevailing wage rates as determined by the California Department of Industrial Relations, and comply with all applicable provisions of the California Labor Code, including but not limited to, the following:
1. This Agreement calls for services that, in whole or in part, constitute “public works” as defined in Division 2, Part 7, Chapter 1 (commencing with Section 1720) of the California Labor Code (“Chapter 1”).  Further, Peregrine acknowledges that this Agreement is subject to (a) Chapter 1 and (b) the rules and regulations established by the Department of Industrial Relations (“DIR”) implementing such statutes.  Therefore, as to those Services that are “public works”, Peregrine shall comply with and be bound by all the terms, rules and regulations described in 1(a) and 1(b) as though set forth in full herein.
2. California law requires the inclusion of specific Labor Code provisions in certain contracts.  The inclusion of such specific provisions below, whether or not required by California law, does not alter the meaning or scope of Section 1 above.
3. Peregrine shall be registered with the Department of Industrial Relations in accordance with California Labor Code Section 1725.5, and has provided proof of registration to Customer prior to the Effective Date of this Agreement.  Peregrine shall not perform work with any subcontractor that is not registered with DIR pursuant to Section 1725.5.  Peregrine and subcontractors shall maintain their registration with the DIR in effect throughout the duration of this Agreement.  If Peregrine or any subcontractor ceases to be registered with DIR at any time during the duration of the project, Peregrine shall immediately notify Customer.
4. Pursuant to Labor Code Section 1771.4, Peregrine’s Services are subject to compliance monitoring and enforcement by DIR.  Peregrine shall post job site notices, as prescribed by DIR regulations.
5. Pursuant to Labor Code Section 1773.2, copies of the prevailing rate of per diem wages for each craft, classification, or type of worker needed to perform the Agreement are on file at City Hall and will be made available to any interested party on request.  Peregrine acknowledges receipt of a copy of the DIR determination of such prevailing rate of per diem wages, and Peregrine shall post such rates at each job site covered by this Agreement.
6. Peregrine shall comply with and be bound by the provisions of Labor Code Sections 1774 and 1775 concerning the payment of prevailing rates of wages to workers and the penalties for failure to pay prevailing wages.  Peregrine shall, as a penalty to Customer, forfeit $200.00 for each calendar day, or portion thereof, for each worker paid less than the prevailing rates as determined by the DIR for the work or craft in which the worker is employed for any public work done pursuant to this Agreement by Peregrine or by any subcontractor.
7. Peregrine shall comply with and be bound by the provisions of Labor Code Section 1776, which requires Peregrine and each subcontractor to:  keep accurate payroll records and verify such records in writing under penalty of perjury, as specified in Section 1776; certify and make such payroll records available for inspection as provided by Section 1776; and inform Customer of the location of the records.  Pursuant to Labor Code Section 1771.4, Peregrine and each subcontractor shall furnish such records to the Labor Commissioner, at least monthly, in the form specified by the Labor Commissioner. 
8. Peregrine shall comply with and be bound by the provisions of Labor Code Sections 1777.5, 1777.6 and 1777.7 and California Administrative Code Title 8, Section 200 et seq. concerning the employment of apprentices on public works projects. Peregrine shall be responsible for compliance with these aforementioned Sections for all apprenticeable occupations.  Prior to commencing work under this Agreement, Peregrine shall provide Customer with a copy of the information submitted to any applicable apprenticeship program.  Within 60 days after concluding work pursuant to this Agreement, Peregrine and each of its subcontractors shall submit to Customer a verified statement of the journeyman and apprentice hours performed under this Agreement.
9. Peregrine shall not perform Work with any Subcontractor that has been debarred or suspended pursuant to California Labor Code Section 1777.1 or any other federal or state law providing for the debarment of contractors from public works.  Peregrine and Subcontractors shall not be debarred or suspended throughout the duration of this Contract pursuant to Labor Code Section 1777.1 or any other federal or state law providing for the debarment of contractors from public works.  If Peregrine or any subcontractor becomes debarred or suspended during the duration of the project, Peregrine shall immediately notify Customer.
10. Peregrine acknowledges that eight hours labor constitutes a legal day’s work.  Peregrine shall comply with and be bound by Labor Code Section 1810.  Peregrine shall comply with and be bound by the provisions of Labor Code Section 1813 concerning penalties for workers who work excess hours.  Peregrine shall, as a penalty to Customer, forfeit $25.00 for each worker employed in the performance of this Agreement by Peregrine or by any subcontractor for each calendar day during which such worker is required or permitted to work more than eight hours in any one calendar day and 40 hours in any one calendar week in violation of the provisions of Division 2, Part 7, Chapter 1, Article 3 of the Labor Code.  Pursuant to Labor Code section 1815, work performed by employees of Peregrine in excess of eight hours per day, and 40 hours during any one week shall be permitted upon public work upon compensation for all hours worked in excess of eight hours per day at not less than one and one-half times the basic rate of pay.
11. California Labor Code Sections 1860 and 3700 provide that every employer will be required to secure the payment of compensation to its employees.  In accordance with the provisions of California Labor Code Section 1861, Peregrine hereby certifies as follows:
“I am aware of the provisions of Section 3700 of the Labor Code which require every employer to be insured against liability for workers’ compensation or to undertake self-insurance in accordance with the provisions of that code, and I will comply with such provisions before commencing the performance of the work of this contract.”
12. For every subcontractor who will perform work on the project, Peregrine shall be responsible for such subcontractor’s compliance with Chapter 1 and Labor Code Sections 1860 and 3700, and Peregrine shall include in the written contract between it and each subcontractor a copy of those statutory provisions and a requirement that each subcontractor shall comply with those statutory provisions.  Peregrine shall be required to take all actions necessary to enforce such contractual provisions and ensure subcontractor’s compliance, including without limitation, conducting a periodic review of the certified payroll records of the subcontractor and upon becoming aware of the failure of the subcontractor to pay his or her workers the specified prevailing rate of wages.  Peregrine shall diligently take corrective action to halt or rectify any failure.
California Public Records Act. Peregrine acknowledges that Customer is a public entity governed by the California Public Records Act and that nothing in this Agreement shall prevent Customer from disclosing Confidential Information for purposes of complying with the California Public Records Act or any other provisions of State law. 
PERS Indemnification by Peregrine. In the event that Peregrine or any employee, agent, or subcontractor of Peregrine providing services under this Agreement is determined by a court of competent jurisdiction or the California Public Employees Retirement System (“PERS”) to be eligible for enrollment in PERS as an employee of Customer, at Peregrine shall indemnify, defend, and hold harmless Customer for the payment of any employee and/or employer contributions for PERS benefits on behalf of Peregrine or its employees, agents, or subcontractors, as well as for the payment of any penalties and interest on such contributions, which would otherwise be the responsibility of Customer.
Political Reform Act Conflicts.  Peregrine may serve other clients, but none whose activities within the corporate limits of Customer or whose business, regardless of location, would place Peregrine in a “conflict of interest,” as that term is defined in the Political Reform Act, codified at California Government Code Section 81000 et seq.  No officer or employee of Customer shall have any financial interest in this Agreement that would violate California Government Code Sections 1090 et seq. Consultant further affirms that it presently has no interest and shall not have any interest, direct or indirect, which would conflict in any manner with the performance of the Services contemplated by this Agreement.  Consultant and its officers, employees, associates and subcontractors, if any, shall comply with all conflict of interest statutes of the State of California applicable to Consultant’s Services under this Agreement, including the Political Reform Act (Gov. Code § 81000, et seq.) and Government Code Section 1090.  During the term of this Agreement, Consultant may perform similar Services for other clients, but Consultant and its officers, employees, associates and subcontractors shall not, without the Customer Representative’s prior written approval, perform work for another person or entity for whom Consultant is not currently performing work that would require Consultant or one of its officers, employees, associates or subcontractors to abstain from a decision under this Agreement pursuant to a conflict of interest statute.  Consultant shall incorporate a clause substantially similar to this Section into any subcontract that Consultant executes in connection with the performance of this Agreement.
California State Auditor Requirements.  Pursuant to Government Code Section 8546.7, the Agreement may be subject to the examination and audit of the State Auditor for a period of 3 years after final payment under the Agreement.


Appendix C: Statement of Work
Scope & Description of the Peregrine Service Applications
The Peregrine platform (the “Service,” “Peregrine”), is a web-based, CJIS-compliant software-as-a-service (SaaS) that provides a single point of access to integrate, discover, view, and analyze data from Manhattan Beach Police Department (MBPD)-defined data sources. Under this scope of work, Peregrine will integrate data from the following MBPD sources:
· Tiburon CAD (current), Mark 43 RMS (current), InTime, Crossroads, Axon Evidence.com BWC, Versaterm CAD (future), and Versaterm RMS (future)
Peregrine is providing these capabilities under a firm-fixed-price license that includes all support, training, and cloud hosting services needed to achieve the project objectives. Additionally, this scope of work allows for an unlimited number of users from MBPD to access and utilize Peregrine.
The platform performs several critical functions including data integration, search and information retrieval, advanced analytics, data management, reporting, data exchange and sharing, access control, audit logging, and security.
[bookmark: _Hlk92649159]The Peregrine platform provides an efficient method for turning large amounts of raw data into actionable information. Peregrine does not provide nor create new data for its customers—our platform integrates existing data and makes it available to end users in a decision-ready state. 
Data Integration & Modeling
The MBPD has volumes of valuable data, but that value cannot be unlocked because data is scattered across separate systems, siloed in ways that prevent it from being understood and analyzed together. The Peregrine platform is built to rapidly integrate, clean, transform, and model large amounts of raw data from disparate systems and continuously surface actionable information while reducing manual processing needs.
Peregrine Unlocks Data Sources by Integrating Them into a Single, Secure Platform
[image: A black background with white circles and a lock

Description automatically generated]	[image: Diagram, shape

Description automatically generated]													
[image: ]The platform securely integrates data in near-real time to ensure that users have the most current and reliable information when and where they need it. As data flows into the platform, granular security controls, retention policies, and changes from underlying systems are continuously monitored and applied.
As soon as data enters the platform, it is mapped to an agency-specific data model that is molded to the unique operations of the MBPD. This data model provides a dynamic representation of all data – entities, locations, events, and the links between them. Harmonizing multi-source data into one data model allows users to smoothly analyze data without requiring a technical understanding of the underlying source systems themselves.
The data model is a dynamic layer of the Peregrine platform, one that can evolve and adapt in response to changes in the MBPD’s underlying data systems, even as those systems are upgraded or swapped out. 
Search & Information Retrieval
[image: ]Once data is integrated into the Peregrine platform, it is immediately accessible through front-end applications. Personnel can easily search for data and filter based on criteria relevant for their investigations, analysis, or other workflow. The Peregrine platform is intuitive to use, allowing personnel of varying technical abilities, skillsets, and functions to surface information that is relevant to them and streamline their unique search workflows.
The platform is designed to be walk-up usable; new users of the platform can immediately surface, analyze, and action data by navigating the platform’s intuitive user interface and applications. These users have multiple ways to surface and view relevant information, allowing them flexibility to approach questions and decisions in ways that best suit them. These features mean that users arrive at answers more quickly and with greater accuracy, saving time and effort.

[image: ]Exploration, Visualization, & Reporting Tools
The Peregrine platform provides a powerful suite of tools for the exploration, visualization, and reporting of data. These tools enable personnel to create dynamic data products and reports—such as interactive maps, network graphs, and dashboards—that automatically update as new data flows into the platform. Personnel can smoothly move data between analytical tools, viewing the same data in different modalities without having to log into different systems or applications. The following subsections provide more information regarding these analysis tools. 


[image: ]Geospatial Analysis Tool. To better understand geographical assets, events, and trends, the Peregrine platform includes an interactive Map application. The Map allows users to conduct visually intuitive geographical analysis on all agency data, both historical and in real-time. Users can surface trends, make connections, filter to areas of interest, drill into specific events, particular time periods, and add new layers of relevance on top as needed. The Map is designed for next-generation geographic contextual and situational awareness, allowing users to explore and answer specific questions with the most relevant data. The Map is intuitive for all personnel whether they are consuming pre-built analyses, conducting ad-hoc searches, or creating complex geospatial products from scratch.
[image: ]Link Chart Analysis Tool. The platform’s Link Chart aids in the discovery and visualization of connections between otherwise disconnected data. The Link Chart allows users to discover links between people, places, entities, and events across one or multiple degrees of separation. Peregrine’s platform also automatically extracts links from both structured and unstructured data to illuminate connections between people, places, events, documents, and media data without requiring manual processing. For example, an address written in narrative form within a scanned document can be automatically linked to a person living at that address or to a vehicle registered there.

[image: ]Reports & Dashboards. The platform’s report and dashboard applications provide configurable, real-time executive summaries to inform situational awareness, statistical analysis, and decision making. Reports and dashboards are configurable to meet the unique needs and visual preferences of individual users. All reports and dashboards are directly connected to real-time data feeds, empowering users to drill down from high-level summary information to the most granular context with a single click. Once a user creates a dashboard, they can continue to use it indefinitely—and share it as needed.  

Temporal Analysis Tool. By centralizing data—and all associated metadata—from data systems, users can understand and surface trends over time. Through an intuitive interface, users can analyze how, e.g., calls for service or types of incidents vary by day of week and time of day. Peregrine supports robust search and query capabilities at the day of week and hour of day level, enabling users to conduct analysis over specific units, in specific shifts, at specific locations. As a result, organization can make more informed, data-backed resourcing decisions to more effectively meet mission outcomes.

Real-Time Alerting. With all data centrally located, users can receive real-time notification on new data from any source system. The Peregrine platform’s alerting technology can notify specific users if a pre-defined data entity was added or removed, viewed, downloaded, renamed, or shared. This includes geo-fenced areas or user-defined polygons. For instance, if a neighborhood is experiencing a trend in a type of crime, a Peregrine user can create an alert through the platform’s “follow” feature. If another similar crime occurs in the defined area, a real-time notification will be sent to all users following this alert via email, SMS, or both.

Mobile Application. 
The Peregrine Mobile application has many of the same capabilities as our web-based platform and includes the ability to: search across siloed data systems; rapidly visualize and analyze data with a variety of analytical tools (maps, tables, etc.), and send information between personnel and teams, and configure custom alerts. Peregrine’s Mobile application is protected through two-factor authentication, including biometric authentication, and all data in the application is fully secured and encrypted to ensure CJIS compliance. This Mobile application is available on both iOS and Android devices. 

Permission-based Collaboration & Sharing
The Peregrine platform provides features for secure collaboration and sharing that will enable the MBPD to build deeper, trusting partnerships with local and regional stakeholders, including with City leadership and the broader community. The platform’s granular access and usage control capabilities prevent unauthorized or inappropriate use or sharing of sensitive data while allowing agencies and departments to share information with their partners in a deliberate, precise, and auditable manner.
Collaboration in the Peregrine platform extends beyond simple data sharing; it also allows for multiple users to work within the same application at the same time across multiple devices and locations. The platform’s collaboration features compound the value of users’ work by dynamically connecting them in real time with other users who are working with or interested in the same data. In this way, the Peregrine platform generates opportunities for users to improve the quality and speed of their answers by connecting them to users who are asking the same question.
Peregrine’s collaboration features will allow MBPD users to share information available in Peregrine with authorized external users (e.g., other neighboring law enforcement agencies) even if those users’ organizations do not have their own Peregrine software licenses.  


Implementation and Delivery Methodology
Peregrine engages with our customer via fixed-price, annual licenses. A Customer’s license includes all needed implementation and delivery support to achieve project objectives.
Implementation team. Peregrine implementation teams consist of software engineering, product development, human-centered design, user engagement, and training experts. The Peregrine implementation team will provide the Customer continuous support and collaborate closely with the Customer to provide use case development, data modeling, data integration, training curriculums, use case / workflow development, and continuous support. This team is committed to ensure that the Peregrine platform is quickly deployed, securely configured, and adopted for its intended purpose.
Solution Timeline & Implementation Model. Each Peregrine platform implementation consists of four steps to maximize success and impact at the outset of our partnership. These steps typically enable implementation and use within 90 days.*
	Milestone
	Delivery
	Deliverable

	1 – Kickoff and Scoping
	Week 2
	1. Determine priority order of data integrations and user groups
2. Facilitate Peregrine team access to data sources and initial users
3. Set up project team and steering committee

	2 – Data Integration, Data Modeling, and User Discovery
	Month 1
	1. Deploy the Peregrine platform
2. Ingest, integrate, transform, model, and validate data sources
3. Configure permission controls
4. Introduce platform to the first set of users
5. Conduct 45-day steering committee review

	3 – Real-time Workflows and Analytics
	Month 2
	1. Initiate user training
2. Develop and implement user and team-specific workflows

	4 – Operationalization and Next Steps
	Month 3
	1. Continue collecting feedback and improve user workflows
2. Validate work based on actionable results
3. Identify next steps
4. Conduct 90-day steering committee review (quarterly thereafter)


* Integration timelines provided are from date of access to relevant networks and data sources.
Peregrine’s implementation team will work with MBPD to get access to appropriate networks and data sources in a timely manner and requires support from the Customer to facilitate such access. 

Required Assistance from Customer IT. Under this scope of work, Peregrine will be integrating sources of information that are hosted on premises within MBPD’s network and sources that are third-party, cloud hosted systems. Peregrine requests the following support from MBPD IT. The methods outlined below are Peregrine’s preferred methods of connecting to relevant networks and systems. Should any of those methods be unavailable, Peregrine will work with MBPD IT to determine the most efficient and effective methods to allow for data access.

· Enable access to MBPD’s network by, among other things, enabling an IPSec tunnel that enables Peregrine’s access to necessary systems hosted within MBPD’s network;
· Enable access to MBPD’s identity and access management (IDAM) solution in order to enable synchronization with MBPD’s login credentials;
· Provide read-only accounts to all in-scope MBPD-managed and hosted systems (e.g., RMS, CAD)
· Provide or facilitate the provision to accounts to all in-scope third-party managed and hosted systems 










Appendix D: Platform Privacy Policy
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Platform privacy policy

At Peregrine, we take your privacy seriously. Please read this Privacy Policy to learn how we treat your personal
data. By using or accessing our real-time decision and operations management platform, available at
app.peregrine.io, (the “Platform”), you acknowledge that you accept the practices and policies outlined below,
and you hereby consent that we will collect, use and share your information as described in this Privacy Policy.

Ensuring the privacy and security of your data is a matter of the highest importance at Peregrine. We place strict
internal controls over access to Platform user data and have technical controls and audit policies in place to
ensure the confidentiality, integrity, and availability of such data. We also employ industry leading technology to
safeguard Platform user data, and the Platform uses full volume encryption on all data stored at rest, with secure
backups and robust backup policies, and Transport Layer Security (TLS) connections to transmit data over HTTPS.
Like most SaaS platforms, we do gather analytics from authorized users within the Platform, as discussed in this
Privacy Policy; however, we take steps to ensure that any such data is not used for advertising or any other
purposes beyond internal product and training improvements by us or our Service Providers.

As we continually work to improve our Platform, we may need to change this Privacy Policy from time to time. We
will alert you of material changes by placing a notice on the Platform or by some other means. If you use the
Platform after any changes to the Privacy Policy have been posted, that means you agree to all such changes.

What this privacy policy covers

This Privacy Policy covers how we treat Personal Data that we gather when you access or use our Platform.
“Personal Data” means any information that identifies or relates to a particular individual user and also includes
information referred to as “personally identifiable information” or “personal information” under applicable data
privacy laws, rules or regulations. This Privacy Policy applies only to the information collected with respect to the
Platform and does not apply to data collected when using or accessing our public-facing corporate website,
https://www.peregrine io/ (the “Website”) and other related activities or interactions as set forth in our Website
Privacy Policy, available at https://www.peregrine.io/privacy-policy.This Privacy Policy also does not cover the
practices of companies we don’t own or control or people we don’t manage, nor does it apply to data we process
for and on behalf of our customers. In that case, the customer's privacy policy or other agreement between you
and them, and not this Privacy Policy, would apply to such processing. If you wish to discontinue such processing
or otherwise exercise your rights with respect to such data, please contact the entity on whose behalf we process
such data.

Personal Data

Categories of Personal Data we collect

This chart details the categories of Personal Data that we collect and have collected over the past 12 months:

hitps://peregrine io/platform-privacy-policy
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Category of Personal
Data

Profile or contact
data

Web analytics

Geolocation data

Professional or
employment-related
data

Privacy Policy

Examples of Personal Data we

collect

e Firstand last name
* Email

* Phonenumber

* Group memberships
* Organization ID

* Web pageinteractions

* Referring webpage/source through
which you accessed the Website

e Statistics associated with the
interaction between device or
browser and the Website

¢ IPaddress-based location
information

* Resume

e Jobtitle

* lob history

e LinkedIn profile

Categories of sources of Personal Data

Categories of third parties with
whom we share this Personal

Data

* Service Providers
* Analytics Providers

* Analytics Providers that we
collect this data from, as per their
terms (see Cookies section)

N/A

N/A

We collect Personal Data about you from the following categories of sources:

« You

« When you provide such information directly to us.
» When you use our interactive tools and Platform.

« When you send us an email or otherwise contact us.

» When you use the Platform and such information is collected automatically.
» Through Cookies (defined in the “Tracking tools and opt-out” section below).

« Third Parties

« Third-Party Credentials. If you provide your third-party account credentials to us
or otherwise sign in to the Platform through a third-party site or service, some
content and/or information in those accounts may be transmitted into your

account with us.

hitps://peregrine io/platform-privacy-policy
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Our commercial or business purposes for collecting Personal Data

« Providing, customizing and improving the Platform

Providing you with the products, Platform or information you request.

Meeting or fulfilling the reason you provided the information to us.

Providing support and assistance for the Platform.

Improving the Platform, including testing, research, internal analytics and product
development.

Personalizing the Platform, website content and communications based on your
preferences.

Doing fraud protection, security and debugging.

Carrying out other business purposes stated when collecting your Personal Data or
as otherwise set forth in applicable data privacy laws, such as the California
Consumer Privacy Act (the “CCPA”).

« Corresponding with you

Responding to correspondence that we receive from you, contacting you when
necessary or requested, and sending you information about Peregrine or the
Platform.

« Meeting legal requirements and enforcing legal terms

Fulfilling our legal obligations under applicable law, regulation, court order or other
egal process, such as preventing, detecting and investigating security incidents
and potentially illegal or prohibited activities.

Protecting the rights, property or safety of you, Peregrine or another party.
Enforcing any agreements with you.

Responding to claims that any posting or other content violates third-party rights.
Resolving disputes.

We will not collect additional categories of Personal Data or use the Personal Data we collected for materially
different, unrelated or incompatible purposes without providing you notice.

How we share your Personal Data

We disclose your Personal Data to the categories of service providers and other parties listed in this section.
Depending on state laws that may be applicable to you, some of these disclosures may constitute a “sale” of your
Personal Data. For more information, please refer to the state-specific sections below.

« Service Providers. These parties help us host the Platform or perform business
functions on our behalf. They include support platforms to facilitate customer service.

« Analytics Providers. These parties provide us with analytics services to analyze your
usage of the Platform.

hitps://peregrine io/platform-privacy-policy
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Legal obligations

We may share any Personal Data that we collect with third parties in conjunction with any of the activities set forth
under “Meeting legal requirements and enforcing legal terms”in the “Our commercial or business purposes for
collecting Personal Data” section above.

Business transfers

All of your Personal Data that we collect may be transferred to a third party if we undergo a merger, acquisition,
bankruptcy or other transaction in which that third party assumes control of our business (in whole or in part).
Should one of these events occur, we will make reasonable efforts to notify you before your information becomes
subject to different privacy and security policies and practices.

Data that is not Personal Data

We may create aggregated, de-identified or anonymized data from the Personal Data we collect, including by
removing information that makes the data personally identifiable to a particular user. We may use such aggregated,
de-identified or anonymized data and share it with third parties for our lawful business purposes, including to
analyze, build and improve the Platform and promote our business, provided that we will not share such data in a
manner that could identify you.

Tracking tools and opt-out

The Platform use cookies and similar technologies such as pixel tags, web beacons, clear GIFs and JavaScript
(collectively, “Cookies”) to enable our servers to recognize your web browser, tell us how and when you visit and
use our Platform, analyze trends, learn about our user base and operate and improve our Platform. Cookies are
small pieces of data- usually text files - placed on your computer, tablet, phone or similar device when you use
that device to access our Platform and are transmitted securely to the backend. Please note that because of our
use of Cookies, the Platform does not support “Do Not Track” requests sent from a browser at this time. We use the
following types of Cookies:

« Essential Cookies. Essential Cookies are required for providing you with features or
Platform that you have requested. For example, certain Cookies enable you to log into
secure areas of our Platform. Disabling these Cookies may make certain features and
Platform unavailable. An example of an Essential Cookie is the Docebo SSO Cookie.

« Functional Cookies. Functional Cookies are used to record your choices and settings
regarding our Services, maintain your preferences over time and confirm the
authenticity of users accessing the Services. An example of a Functional Cookie is a
CSRF Token Cookie.

« Performance/Analytical Cookies. Performance/Analytical Cookies allow us to
understand how visitors use our Platform. They do this by collecting information about
the number of visitors to the Platform, what pages visitors view on our Platform and
how long visitors are viewing pages on the Platform.

You can decide whether or not to accept Cookies through your internet browser’s settings. Most browsers have an
option for turning off the Cookie feature, which will prevent your browser from accepting new Cookies, as well as

hitps://peregrine io/platform-privacy-policy
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(depending on the sophistication of your browser software) allow you to decide on acceptance of each new Cookie
in a variety of ways. You can also delete all Cookies that are already on your device. If you do this, however, you
may have to manually adjust some preferences every time you visit our website and some of the Platform and
functionalities may not workTo explore what Cookie settings are available to you, look in the “preferences” or
“options” section of your browser’s menu. To find out more information about Cookies, including information about
how to manage and delete Cookies, please visit https://www.allaboutcookies.org/.

Data security and retention

We seek to protect your Personal Data from unauthorized access, use and disclosure using appropriate physical,
technical, organizational and administrative security measures based on the type of Personal Data and how we are
processing that data. Although we work to protect the security of your data that we hold in our records, please be
aware that no method of transmitting data over the internet or storing data is completely secureWe retain Personal
Data about you for as long as necessary to provide you with our Platform. In some cases we retain Personal Data
for longer, if doing so is necessary to comply with our legal obligations, resolve disputes or collect fees owed, or is
otherwise permitted or required by applicable law, rule or regulation. We may further retain information in an
anonymous or aggregated form where that information would not identify you personally.

Additional rights
‘You may have additional rights under other foreign or domestic laws that apply to you. Please see our Website
Privacy Policy, available here, for a discussion of such rights and processing.

Contact information

If you have any questions or comments about this Privacy Policy, the ways in which we collect and use your
Personal Data or your choices and rights regarding such collection and use, please do not hesitate to contact us

email: privacy@peregrine.io
Peregrine Technologies, Inc
PO. Box 7775 #69596

San Francisco, CA 94120-7775

hitps://peregrine io/platform-privacy-policy
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